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sudo apt update && sudo apt upgrade && sudo apt dist-upgrade

magiclen@magiclen-server:~$ sudo apt update && sudo apt upgrade && sudo apt dist-upgrade

[sudo] password for magiclen:
http://archive.ubuntu.com/ubuntu bionic InRelease
http://security.ubuntu.com/ubuntu bionic-security InRelease
http://archive.ubuntu.com/ubuntu bionic-updates InRelease
http://archive.ubuntu.com/ubuntu bionic-backports InRelease [74.6 kB]
http://security.ubuntu.com/ubuntu bionic-security/main Sources [29.3 kB]
http://security.ubuntu.com/ubuntu bionic-security/universe Sources [5372 B]
http://archive.ubuntu.com/ubuntu bionic/main Sources [829 kB]
http://security.ubuntu.com/ubuntu bionic-security/multiverse Sources [720 B]
http://security.ubuntu.com/ubuntu bionic-security/main Translation-en [37.8 kB]
http://security.ubuntu.com/ubuntu bionic-security/universe amd64 Packages [32.7 kB]
http://security.ubuntu.com/ubuntu bionic-security/universe Translation-en [17.8 KkB]
http://security.ubuntu.com/ubuntu bionic-security/multiverse amd64 Packages [1176 B]
http://security.ubuntu.com/ubuntu bionic-security/multiverse Translation-en [632 B]
http://archive.ubuntu.com/ubuntu bionic/universe Sources [9051 kB]
http://archive.ubuntu.com/ubuntu bionic/multiverse Sources [181 kB]
http://archive.ubuntu.com/ubuntu bionic/restricted Sources [5324 B]
http://archive.ubuntu.com/ubuntu bionic/main Translation-en [516 kB]
http://archive.ubuntu.com/ubuntu bionic/restricted amd64 Packages [9184 B]

LAMP Server
Z4ELAMP Server

TaskselBeft TLAMP server] > WMNRIFREZE Tasksel > AJLUFERAUTIESRKRZE ©

sudo apt install tasksel

magiclen@magiclen-server:~$ sudo apt install tasksell

AL T5S Rl AR Taskse| IV E 158 » 15818 TLAMP Servery BIE]ZZELAMP Server :

sudo tasksel
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magiclen@magiclen-server:~$ sudo tasksell

Package configuration

| Software selection |
You can choose to install one or more of the following predefined collections of
software.

software to install:

Kubuntu full

LAMP server

Lubuntu minimal installation

Lubuntu Desktop

Lubuntu minimal installation (GTK part)

FEREEBISRYEE - JUERBAUTIESRRZELAMP Server !

sudo tasksel install lamp-server
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magiclen@magiclen-server:~$ sudo tasksel install lamp—serverl

Lenovo’FiiEEE11 =25

RN ERRR) 111
PETETE AT [ 344THE - D)

Lenovo'E 48 |5

ZEELAMP Serverf BB E R AR o

Package configuration

| Installing packages |
Retrieving file 18 of 42 (17s remaining)

ZEELAMP Servertg °» ZEHENENFRIARSS @ ILEFAMEZIES > AU EARRSIP  EBZEER
FESRAE - NRBEEFET ° FARTLAMP ServerE &L INT !
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Apache2 Ubuntu Default Page: It works - Mozilla Firefox
Apache2 Ubuntu Default Page: X | +

€)> C & @ 192.168.56.101

- O | n o =

@ Apache2 Ubuntu Default Page

%_

Thisis the default welcome page used to test the correct operation of the Apache2 server after installation on
Itis n D

derived. Ifyou it that the Ap T
ce this file (located at /var /www/htn1/index. html) before continuing to operate your HTTP

eeeee

normal user of this web site and don't know what this page is about, this probably means that the site
i i the problem persist: the site’s admi

Ubuntu' ion i

default confi dsplitinto
Debian.gz. Refer to this for ion for the

web server itself can be found by accessing the manual if the apache2- doc package was installed on this server.
T layout for. is as follows:
/etc/apache2/

|-- apachez.conf

I onf

J--

!

!

J--

!

1--

i

LAMP Serverf9iR B #2E&1E

LAMPfEFBApachefFA 4 E MRS » MILRITARIRB#HRZEE /var/www/htmly F > BILEE5ELAMP
%> gEREHRTEEKE lindexhtml 8% > ME2RRRRERFRERSENIPRERNHEER

magiclen@magiclen-server:~$ cd /var/www/html
magiclen@magiclen-server: $1s
index. html

magiclen@magiclen-server: S I

EEPHPRIGFEN

ERLERER [/var/www/htmll FFE—(E linfo.phpl 18X - JUBHEUTIES » &EB viml X
FUREBEREERZEI I linfo.phpy HEZE :

sudo vim info.php
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magiclen@magiclen-server: $§ sudo vim 1'nf0.php|

EERBEMAPHPIZNES RIERIZRN c JUE® Tphpinfo REFRERHPHPRYEHAE > 41F ¢

1<7php
2 phpinfo();
37>

<?php
phpinfo();

e

"info.php" 3L, 21C

#FHPHPIESE » ZEEHEERERMEUY| LA EL RS EPHPIERVAELL - sUAT LB EIM FERY
_IG
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phpinfo() - Mozilla Firefox
phpinfol) x [+
<« c @

9 n @ =

PHP Version 7.2.5-0ubuntu0.18.04.1 php
UTCa018 66 64

FHAPHPEY Tphpinfoy REIFEETRHIREIFRE » ATLGERMSHNEZERNEN » FISIPHPAIRRZS -
PHP{ERBYIEM (plugin) ~ PHPEREREphp.inifIE&1E o

EyE - RIS EHENEIApachefrliR2E

BT AIAR LA ARZSAERIN R E B R E T MAVARILAARSAERNVIEY - B EHEEEHEEApache
ARSBZREAEE - I UFERAUTIESREM !

oty e/ JmErE e I )
TR fim 1

$554
VeryBuy JEHEIHY

Ei&Apache

sudo service apache2 start
fhikApache

sudo service apache2 stop
EEEIApache

sudo service apache2 restart
phpMyAdmin

Z#phpMyAdmin
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RIS TEAUTIES » 2KR&Zi&EphpMyAdmin :

sudo apt install phpmyadmin

magiclen@magiclen-server:~$ sudo apt install phpmyadminl

ZEIBEFEREphpMyAdmin » —FEIRE EREIZHE[EIRES » AARKMIENLAMPEEHApache
EA4EEFPRSS ° FRLUESE Tapache2) - AEEAZEH#E(Space)KiEEIEE » AEnteriEsTIEE o

Package configuration

| Configuring phpmyadmin |
Please choose the web server that should be automatically configured to run phpMyAdmin.

Web server to reconfigure automatically:

[*] apache2
[ 1 lighttpd

EEgHBREEREdbconfig-common » E3E T2 (Yes)E !
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Package configuration

| Configuring phpmyadmin |

The phpmyadmin package must have a database installed and configured before it can be
used. This can be optionally handled with dbconfig-common.

If you are an advanced database administrator and know that you want to perform this
configuration manually, or if your database has already been installed and configured,
you should refuse this option. Details on what needs to be done should most likely be
provided in /usr/share/doc/phpmyadmin.

Otherwise, you should probably choose this option.

Package configuration

Configuring phpmyadmin

Configure database for phpmyadmin with dbconfig-common?

dbconfig-commonf& BB T —EFHIMySQLIEAE FKIZ(EE{TphpMyAdmin B E & 18 T BRFE
BEEINBIINERR > TERNFERERTES Tphpmyadming > FRLUEEERE Tphpmyadming &
EMySQLERE RS ©
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Package configuration

| Configuring phpmyadmin |
Please provide a password for phpmyadmin to register with the database server. If left
blank, a random password will be generated.

MySQL application password for phpmyadmin:

kkkkh ok kR ok kK

<Cancel>

BBA—REAEHARN Tphpmyadmin) FEREHIZEE o

Package configuration

Configuring phpmyadmin

Password confirmation:

TR ;

<0k> <Cancel>

FISEI A% - 4R

A EIm EA=55
BAE NG 5000G i & > 12

pumo.com.tw

FEIMYSQLERZE Tphpmyadming EiI5EM%E > phpMyAdminftERLZETET |

REMYSQLErootZHS
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MySQLEIrootZ 5 TER 22 » (ERETER BN TR A FRABIERE AroottRksE - A7 BiE
phpMyAdmingEFAMyYSQLEIroottRIEAREIEMYSQLERE » HFIMBLREMYSQLEIrootiRSE » FH
RESOE A ZES T ABITHAE ©

BHEHAMUTIES ° BrootiRSEEAMYSQLEY Tmysqly BHIE o Tmysqly BRHERREBRMYSQLE
BIERAERERE > BIEMYSQLAIIRSEERRE o

sudo mysql -u root mysql

magiclen@magiclen-server:~$ sudo mysql -u root mysqll

BHEZEAMYSQLEIShell - BIALLTIES » :BroottRSEEXA Tmysql_native_password i@ > FEH
FESIMER S - WM HAEERAZEBEA °

UPDATE user SET plugin="mysql_native_password' WHERE User="root’,

Reading table information for completion of table and column names
You can turn off this feature to get a quicker startup with -A

Welcome to the MySQL monitor. Commands end with ; or \g.
Your MySQL connection id is 3
Server version: 5.7.22-0ubuntul8.04.1 (Ubuntu)

Copyright (c) 2000, 2018, Oracle and/or its affiliates. ALl rights reserved.

Oracle is a registered trademark of Oracle Corporation and/or its
affiliates. Other names may be trademarks of their respective
owners.

Type 'help;' or '\h' for help. Type '\c' to clear the current input statement.
mysql> UPDATE user SET plugin="mysql_native_password' WHERE User='root';

Query OK, 1 row affected (0.01 sec)

Rows matched: 1 Changed: 1 Warnings: 0

mysql> I

BREBAUTESRERHAGESR !
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FLUSH PRIVILEGES;

Welcome to the MySQL monitor. Commands end with ; or \g.
Your MySQL connection id is 3
Server version: 5.7.22-0ubuntul8.04.1 (Ubuntu)

Copyright (c) 2000, 2018, Oracle and/or its affiliates. ALl rights reserved.

Oracle is a registered trademark of Oracle Corporation and/or its
affiliates. Other names may be trademarks of their respective
owners.

Type 'help;' or '\h' for help. Type '\c' to clear the current input statement.
mysql> UPDATE user SET plugin="mysql_native_password' WHERE User='root';

Query OK, 1 row affected (0.01 sec)

Rows matched: 1 Changed: 1 Warnings: 0

mysql> FLUSH PRIVILEGES;
Query OK, 0 rows affected (0.01 sec)

BEERFZEMYSQLIrootZH; o B AU TIESHITE N rootZHEHIMIZS
sudo mysql_secure_installation

R TVALIDATE PASSWORD] ffiff » eJIAE B ML rootZEHNEZEY » BEWRRERAMEMA
L& PR - WA Tys > 2R TVALIDATE PASSWORD, #&ff o

magiclen@magiclen-server:~$ sudo mysql_secure_installation
Securing the MySQL server deployment.

Connecting to MySQL using a blank password.

VALIDATE PASSWORD PLUGIN can be used to test passwords

and improve security. It checks the strength of password

and allows the users to set only those passwords which are
secure enough. Would you like to setup VALIDATE PASSWORD plugin?

Press y|Y for Yes, any other key for No: yl
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W

BEBRTEEENEME > BA 2] > ERAREMOEN - BERESEKRNENRS  BXAESH
F » BEXKNBFEE®RFTT ©
magiclen@magiclen-server:~$ sudo mysql_secure_installation
Securing the MySQL server deployment.
Connecting to MySQL using a blank password.
VALIDATE PASSWORD PLUGIN can be used to test passwords
and improve security. It checks the strength of password
and allows the users to set only those passwords which are
secure enough. Would you like to setup VALIDATE PASSWORD plugin?
Press y|Y for Yes, any other key for No: y
There are three levels of password validation policy:

= 8

8, numeric, mixed case, and special characters
STRONG Length >= 8, numeric, mixed case, special characters and dictionary

Please enter 0 = LOW, 1 = MEDIUM and 2 = STRONG: ZI

BB AN RES o

VALIDATE PASSWORD PLUGIN can be used to test passwords

and improve security. It checks the strength of password

and allows the users to set only those passwords which are
secure enough. Would you like to setup VALIDATE PASSWORD plugin?

Press y|Y for Yes, any other key for No: y
There are three levels of password validation policy:
]| Length >= 8
>= 8, numeric, mixed case, and special characters

8, numeric, mixed case, special characters and dictionary

Please enter 0 = LOW, 1 = MEDIUM and 2 = STRONG: 2
Please set the password for root here.

New password:

Re-enter new password: I

RDEEHAEERE > BA Ty) 0o
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and allows the users to set only those passwords which are
secure enough. Would you like to setup VALIDATE PASSWORD plugin?

Press y|Y for Yes, any other key for No: y

There are three levels of password validation policy:
LOW Length >= 8
MEDIUM Length == 8, numeric, mixed case, and special characters

STRONG Length == 8, numeric, mixed case, special characters and dictionary

Please enter 0 = LOW, 1 = MEDIUM and 2 = STRONG: 2
Please set the password for root here.

New password:
Re-enter new password:

Estimated strength of the password: 100
Do you wish to continue with the password provided?(Press y|Y for Yes, any other key for No) : y

WA Tyl > BIRERERENER -

MEDIUM Length >= 8, numeric, mixed case, and special characters
STRONG Length >= 8, numeric, mixed case, special characters and dictionary

Please enter 0 = LOW, 1 = MEDIUM and 2 = STRONG: 2
Please set the password for root here.

New password:
Re-enter new password:

Estimated strength of the password: 100

Do you wish to continue with the password provided?(Press y|Y for Yes, any other key for No) : y
By default, a MySQL installation has an anonymous user,

allowing anyone to log into MySQL without having to have

a user account created for them. This is intended only for

testing, and to make the installation go a bit smoother.

You should remove them before moving into a production

environment.

Remove anonymous users? (Press y|Y for Yes, any other key for No) : yl

@A Tyl o AU IEREIFFERAMYSQLArootIRIEAE AMySQL °
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Re-enter new password:

Estimated strength of the password: 100

Do you wish to continue with the password provided?(Press y|Y for Yes, any other key for No) : y
By default, a MySQL installation has an anonymous user,

allowing anyone to log into MySQL without having to have

a user account created for them. This is intended only for

testing, and to make the installation go a bit smoother.

You should remove them before moving into a production

environment.

Remove anonymous users? (Press y|Y for Yes, any other key for No) : y
Success.

Normally, root should only be allowed to connect from
"localhost'. This ensures that someone cannot guess at
the root password from the network.

Disallow root login remotely? (Press y|Y for Yes, any other key for No) : yl

WA Tyl > BERAEBANERE -
environment.
Remove anonymous users? (Press y|Y for Yes, any other key for No) : y

Success.

Normally, root should only be allowed to connect from
"localhost'. This ensures that someone cannot guess at
the root password from the network.

Disallow root login remotely? (Press y|Y for Yes, any other key for No) : y
Success.

By default, MySQL comes with a database named 'test' that
anyone can access. This is also intended only for testing,
and should be removed before moving into a production
environment.

Remove test database and access to it? (Press y|Y for Yes, any other key for No) :

WA Tyl > BHMEHARER-
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Disallow root login remotely? (Press y|Y for Yes, any other key for No) : y
Success.

By default, MySQL comes with a database named 'test' that
anyone can access. This is also intended only for testing,
and should be removed before moving into a production
environment.

Remove test database and access to it? (Press y|Y for Yes, any other key for No) :

- Dropping test database...
Success.

- Removing privileges on test database...
Success.

Reloading the privilege tables will ensure that all changes
made so far will take effect immediately.

Reload privilege tables now? (Press y|Y for Yes, any other key for No) : yl

HEEMRETHT !

TR E - QNAP E%
FEZ  2aEH
R o NAS ~ GAfFfETT ~ 481

store.qnap.com.tw

anyone can access. This is also intended only for testing,
and should be removed before moving into a production
environment.

Remove test database and access to it? (Press y|Y for Ves, any other key for No) :
- Dropping test database...
Success.

- Removing privileges on test database...
Success.

Reloading the privilege tables will ensure that all changes
made so far will take effect immediately.

Reload privilege tables now? (Press y|Y for Yes, any other key for No) : y

magiclen@magiclen-server:~$ I

fEFAphpMyAdmin

FEERIESSAEULY A TP > d3E E T/phpmyadming » SRR phpMyAdmin o
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® Apache2 Ubuntu Default Page

u

This 15 the default welcome page used 1o test the conrect operation of the Apache server after installation on
Ubuntu systems. It Is based on the equivalent page on Deblan, from which the Ubuntu Apache packaging Is
derteed. If you can read this page, it means that the Apache HTTP server Installed at this site Is working properly.
You should replace this file located at Avarfwwahtmlindex. himl) before continuing to operate your HTTP
senver.

If you are a normal user of this web site and don't know what this page Is about, this probably means that the site
Is currently unavallable due to maintenance, If the problem persists, please contact the site's administrator,

Configuration Overview b

Ubunius Apache? default configuration i different from the upstream default configuration, and split into several
files optimized for Interaction with Ubuntu todls. The configuration system is fully documented In fusrfshare
fdocfapache2/README. Deblan. gz Refer to this for the full documentation. Documentation for the web server
Ieself can be found by accessing the manual if the apache2-doc package was Installed on this server.

The configuration layout for an Apache2 web server installation on Ubuntu systems is as follows:

| fetesapache2s
| [-=apachel.conf
|1 - ports.conf
| - mods-enabled
: I == * load

| I - * conf

| [+ conf-enabled
|1 ceeonr

| I-- sitas-enabled
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